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Processing Personal Data in the Context of 
COVID-19 and the Movement Control Order  

Introduction 
 

In an effort to contain the COVID-19 pandemic, the Government of Malaysia extended the Movement 

Control Order (“MCO”) until 14 April 2020 to contain the further spread of the virus. Organisations are, 

in turn, playing their part by taking steps to ensure the health and safety of their employees and clients, 

and the visitors to their premises. A key step being taken by the Government to contain the spread of 

the virus includes taking measures such as carrying out contact tracing of individuals who have 

contracted or are suspected to have contracted COVID-19.  

 

The impact of these and other actions means that organisations may be faced with very real questions 

about their rights and obligations to collect, use and disclose personal data, both during and after the 

MCO.    

 

Organisations will need to consider the possibility that their employees or the visitors to their premises 

might be infected with COVID-19 and if so, how this could potentially expose work colleagues or other 

parties to the infection. Until such time as a vaccine is created, organisations will need to continue to 

ensure the safety and welfare of their employees and clients, and the visitors to their premises, 

particularly after the MCO ends, when business resumes as usual. 

 

From the data protection perspective, organisations may face immediate and very real questions such 

as: 

 

(a) Can organisations collect personal data for purposes of contact tracing, or take other response 

measures? 

(b) Where there are confirmed cases, is the organisation entitled to share or disclose information 

about the infected persons to the rest of the organisation or to any other third party?  

(c) What are the obligations of the organisation in respect of personal data or sensitive personal data 

collected?  

 

In this client update, we explore the possible legal grounds for the collection, disclosure and retention 

of personal data under the Personal Data Protection Act 2010 (“PDPA”) in the context of the COVID-19 

outbreak. 
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“Sensitive Personal Data” and the PDPA  
 

In light of the COVID-19 outbreak, organisations may collect more information about individuals than 

they normally do, unaware that such data collection may exceed the scope declared in the organisations’ 

existing privacy notices. Examples of information that may be collected include:  

 

▪ whether individuals are displaying symptoms of the virus;  

▪ the health status of individuals in the same household;  

▪ results of COVID-19 testing, if any;  

▪ locations visited;  

▪ whether employees have self-isolated when unwell; and 

▪ body temperature of personnel and visitors to premises.  

 

The information above is considered to be “personal data” as defined by the PDPA, and insofar as the 

information relates to the individuals’ health or physical condition, the information also falls within the 

sub-category of “sensitive personal data”, which is subject to stricter compliance requirements as 

compared to “personal data”. 

 

Generally, organisations are only permitted to “process” (which is defined to include any set of 

operations on the data including the use, collection and disclosure of) sensitive personal data where:  

 

(a) the individual in question has given his / her explicit consent; or 

(b) the processing satisfies one of the prescribed conditions (i.e. exceptions) under the PDPA. 

 

From the above, it is clear that organisations can process sensitive personal data collected in the context 

of the COVID-19 outbreak where the individual has provided his / her explicit consent (e.g. by way of a 

written declaration).  

 

However, the follow-on questions which then arise are:  

 

▪ What if the individual refuses to provide his consent?  

▪ What if it is not possible or practicable to obtain the consent of the individual?  

▪ Are there any legal grounds that an organisation can rely on in such cases? 
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Processing Sensitive Personal Data without Explicit Consent 
 

(1) Processing for protection of “vital interests”  

 

Section 40 of the PDPA provides that sensitive personal data may be processed without the individual’s 

explicit consent, where the processing is necessary: 

 

(a) to protect the vital interests of the data subject or another person, in a case where consent cannot 

be obtained from the data subject OR the data user cannot reasonably expect to obtain the consent 

of the data subject: section 40(1)(b)(ii) of the PDPA; or 

 

(b) to protect the vital interests of another person, in a case where consent of the data subject has 

been unreasonably withheld: section 40(1)(b)(iii) of the PDPA. 

 

“Vital interests” is defined by the PDPA to mean “matters relating to life, death or security”. 

 

Arguably, processing personal and sensitive personal data in the context of the COVID-19 outbreak 

would fall under the scope of these provisions as it is a matter relating to an individual’s life or death. 

However, the scope of the provision is unclear, and as of the date of this client update, there has been 

no statement issued by the Personal Data Protection Commissioner (“Commissioner”) in this regard. 

In view of this, under circumstances where an employee or customer tests positive for COVID-19, and 

the organisation needs to immediately notify other employees or customers of this fact but is unable to 

obtain the consent of the infected person, we are of the view that such cases may fall within the scope 

of section 40 of the PDPA, and organisations may consider relying on such provision for the disclosure 

of personal data.  

 

Please note, however, that this does not mean that the organisation has the right to disclose the identity 

of the infected person in reliance of the “vital interests” provision above. As far as possible, the identity 

of the infected individual should not be disclosed, unless it is absolutely necessary for the individual to 

be identified in order to protect the “vital interests” of other persons.  

 

In situations which fall short of the above, e.g. where organisations collect information as a pre-emptive 

measure absent of any real “trigger” which necessitates such collection, it is open to question whether 

such processing would qualify as processing necessary for protection of the “vital interests” of data 

subjects. 

 

(2) Processing in connection with employment 

 

In respect of employees, section 40 of the PDPA further provides that sensitive personal data may be 

processed without the employees’ explicit consent, where the said processing is pursuant to the 
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exercise or performance of any right or obligation conferred or imposed by law on the organisation in 

connection with employment: section 40(1)(b)(i) of the PDPA.  

 

Again, the scope of the provision is unclear and there has been no statement issued by the 

Commissioner relating to this. While it is envisaged that this provision generally provides for instances 

where the employer is processing employees’ sensitive personal data in compliance with its legal 

obligations in the context of the employment relationship (e.g. in compliance with revenue laws or social 

security laws; or pursuant to mandatory employment insurance requirements; etc.), it remains to be 

confirmed whether the provision can also be relied upon in the context of the COVID-19 outbreak. 

 

Under the Occupational Safety and Health Act 1994 (“OSHA”), employers have a general duty to ensure 

the safety, health and welfare of all of their employees at work. This duty extends to (i) the provision of 

such information as is necessary to ensure the safety and health of employees at work; and (ii) 

maintaining a workplace in a condition that is safe and without risks to health, so far as is practicable: 

section 15 of the OSHA. 

 

When processing personal data of employees in the context of the COVID-19 outbreak, employers may 

not be required to obtain the explicit consent of its employees where the employer is able to establish 

that the processing in question is pursuant to its legal obligation to ensure health and safety at work 

under the OSHA and / or any other obligation conferred on the employer in connection with employment.  

 

Based on our reasoning above, considering that the relevant provisions are still open to interpretation 

in the context of the COVID-19 outbreak, and to minimise any non-compliance risk from the PDPA 

perspective, the starting position for the organisation should always be to obtain the explicit 

consent of the individual to process his sensitive personal data.   

 

Only where consent is not forthcoming or it is being unreasonably withheld and the situation necessitates 

collection, use or disclosure of the information, should the organisation proceed to disclose the relevant 

information on grounds that such disclosure must be made to protect the vital interests of the data 

subject or other individuals, or that it was done in compliance with legal obligations in connection with 

employment.  

 

Complying with the PDPA   
 

Owing to the sensitive nature of the data collected and processed, it is imperative that organisations 

ensure that all personal data protection principles are complied with. In particular, organisations must 

take into account the following where processing personal data in the context of the COVID-19 outbreak: 
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(1) Data minimisation  

 

The PDPA requires organisations to ensure that all processing carried out is adequate and not excessive 

in relation to the purpose for which the information is collected. As such, organisations must ensure that 

only such information as is strictly necessary for the purpose in question is collected. 

 

Before collecting any information, organisations should have a clear purpose in mind as well as a clear 

understanding of what information is required, and the level of detail required to achieve this purpose.  

 

For example, in the context of the COVID-19 outbreak, organisations collecting information for the 

purpose of making a decision whether an employee should work from home, should only ask relevant 

questions such as whether any person in the individual’s household has recently travelled to identified 

jurisdictions, or is displaying any symptoms of COVID-19, and such questions should be framed for 

either ‘yes’ or ‘no’ responses instead of open-ended questions, to minimise the information collected.  

 

(2) Purpose of processing 

 
Organisations must ensure that the information collected is processed strictly for purposes related to 
the COVID-19 outbreak (e.g. for the purposes of contact tracing, contacting healthcare authorities, HR 
administration purposes), and that the information is not processed for any other unrelated purposes 
(e.g. disclosure to unrelated persons). 
 
(3) Limit disclosures  

 

When making disclosures about COVID-19 cases, disclosures should be restricted, as far as possible. 
In situations where it is not necessary to disclose the identity or other personal data of the individual, 
the disclosure may be made on an anonymous basis. Where it is necessary to disclose the identity of 
the individual, the individual should first be informed of the intended disclosure and (where possible) his 
explicit consent obtained.  
 
Even if the individual has provided his / her explicit consent, organisations must ensure that the 
disclosures are made only on a “need to know” basis and not to exceed this perimeter. 
 

(4) Data security and retention  

 

Under the PDPA, organisations must have regard to the nature of the personal data and the harm that 
would result from any loss, misuse, unauthorised access or disclosure in respect of the same. 
 
Bearing in mind the sensitivity of the information collected in this context, it is especially important for 
organisations to ensure that they have sufficient security measures to protect the information from any 
unauthorised or accidental access or disclosure, alteration or destruction. 
 
Further, organisations should ensure that the information collected is retained only for as long as 
necessary. For example, where an individual has tested negative for COVID-19 and the relevant 
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incubation period for the individual has ended, the information collected should be deleted as soon as it 
is no longer needed. However, with the COVID-19 outbreak, organisations may be justified in retaining 
the information collected for longer as, in many cases, individuals who have initially tested negative and 
are asymptomatic can, when tested later, be established to be positive. 
 
(5) Review and update privacy notices  

 

Organisations should review existing privacy notices and where necessary, revise these to ensure that 
they cover any new data fields being collected in light of the COVID-19 pandemic, and the purposes for 
processing may need to be updated as well. 
 

We trust that the above provides you with a quick analysis in relation to the PDPA. Should you require 
any assistance or clarification in respect of the above or in relation to any other aspect of personal data 
protection, please feel free to get in touch with us at your convenience. 
 
For more articles and updates from our teams across the region on COVID-19 and related legal issues, 

please visit Rajah & Tann Asia's COVID-19 Resource Centre. 

 
 

https://www.rajahtannasia.com/resource-centre/covid-19
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Rajah & Tann Asia is a network of legal practices based in South-East Asia. Member firms are constituted and regulated in accordance with local 

legal requirements and where regulations require, are independently owned and managed. Services are provided independently by each Member 
firm pursuant to the applicable terms of engagement between the Member firm and the client. 

 
This Update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally binding or 
otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage which may result from 

accessing or relying on this Update. 
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Our Regional Presence 

 
 
 

Christopher & Lee Ong is a full-service Malaysian law firm with offices in Kuala Lumpur. It is strategically positioned to service clients in a range of 
contentious and non-contentious practice areas. The partners of Christopher & Lee Ong, who are Malaysian-qualified, have accumulated 

considerable experience over the years in the Malaysian market. They have a profound understanding of the local business culture and the legal 
system and are able to provide clients with an insightful and dynamic brand of legal advice.  

 
Christopher & Lee Ong is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, Malaysia, 
Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South Asia.    

 
The contents of this Update are owned by Christopher & Lee Ong and subject to copyright protection under the laws of Malaysia and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 

displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Christopher & Lee Ong. 
 

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice f or any particular course 
of action as such information may not suit your specific business or operational requirements. It is to your advantage to seek legal advice for your 

specific situation. In this regard, you may call the lawyer you normally deal with in Christopher & Lee Ong.  


