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TECHNOLOGY, MEDIA AND TELECOMMUNICATIONS & DATA PROTECTION  

New Guidelines Issued on Data Protection 
Officers’ Competency Expectations, 
Training, and Certification 

Introduction 
 

The Personal Data Protection (Amendment) Act 2024 ("Amendment Act") introduced a new 

obligation for organisations (both data controllers and data processors alike) to appoint and register a 

Data Protection Officer ("DPO") where they meet the relevant criteria or thresholds set out in the 

Appointment of Data Protection Officer Guideline ("DPO Appointment Guideline"). This new 

requirement officially came into effect on 1 June 2025.  

 

For further details on the key requirements under the DPO Appointment Guideline, you may refer to 

our February 2025 Legal Update titled "Launch of Personal Data Protection Guidelines for Data 

Protection Officer Appointment and Mandatory Data Breach Notification".  

 

On 1 August 2025, the Personal Data Protection Commissioner ("Commissioner") issued three 

additional guidelines aimed at clarifying the expected competencies, training standards, and 

professional development pathways for appointed DPOs. These are:  

 

1. the Data Protection Officer Competency Guideline ("DPO Competency Guideline"); 

 

2. the Management of Data Protection Officer Training Service Providers Guideline ("DPO 

Training Providers Guideline"); and 

 

3. the Data Protection Officer Professional Development Pathway & Training Roadmap ("DPO 

Development Roadmap") 

 

(collectively, "New Guidelines"). 

 

This Legal Update seeks to provide a brief overview of the key provisions set out under these New 

Guidelines. 

 

 

 

 

https://lom.agc.gov.my/ilims/upload/portal/akta/outputaktap/2430673_BI/Act%20A1727.pdf
https://www.rajahtannasia.com/wp-content/uploads/2025/02/GARIS-PANDUAN-PERLINDUNGAN-DATA-PERIBADI_PELANTIKAN-PEGAWAI-PERLINDUNGAN-DATA.pdf
https://www.christopherleeong.com/viewpoints/launch-of-the-personal-data-protection-guidelines-for-mandatory-data-breach-notification-and-data-protection-officer-appointment/
https://www.christopherleeong.com/viewpoints/launch-of-the-personal-data-protection-guidelines-for-mandatory-data-breach-notification-and-data-protection-officer-appointment/
https://www.rajahtannasia.com/wp-content/uploads/2025/08/DATA-PROTECTION-OFFICER-DPO-COMPETENCY-GUIDELINE-21-07-2025.pdf
https://www.rajahtannasia.com/wp-content/uploads/2025/08/MGMT-OF-DATA-PROTECTION-OFFICER-DPO-TRAINING-SERVICE-PROVIDERS-GUIDELINE-21-07-2025.pdf
https://www.rajahtannasia.com/wp-content/uploads/2025/08/DP-OFFICER-DPO-PROFESSIONAL-DEVELOPMENT-PATHWAY-TRAINING-ROADMAP-21-07-2025.pdf
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Overview of the Key Requirements under the Guidelines 
 

1. Key Requirements under the DPO Competency Guideline 

 

The DPO Competency Guideline sets out additional guidance regarding the competencies, knowledge 

and skillsets expected of DPOs: 

 

Item Explanation 

Two-Tier 

Competency 

Structure 

The DPO Competency Guideline identifies two tiers of competency:  

 

• Fundamental Tier: This represents the baseline level of competency 

that all DPOs are expected to meet. It sets out the minimum core 

competencies required to perform the functions and responsibilities of 

a DPO effectively; and  

 

• Advanced Tier: DPOs at this level are expected to possess higher-level 

competencies, including all those under the Fundamental Tier, along 

with additional capabilities to manage and lead more complex, 

strategic, and organisation-wide responsibilities. 

 

When is a 

Fundamental Tier 

or Advanced Tier 

DPO required? 

 

The appointing organisation is responsible for assessing whether it 

requires a DPO with Fundamental Tier or Advanced Tier competencies. 

This assessment should be based on the size, complexity, and risk 

exposure of the organisation’s personal data processing activities. 

What if the 

appointed DPO 

does not meet all 

the requisite 

competency 

expectations? 

The guideline does not require a single individual to fulfil all the 

competency expectations outlined for either the Fundamental or Advanced 

Tier. 

 

Instead, the expectations may be met through the support of a team, 

drawing from a combination of internal resources and/or external 

consultants. 

 

Alternatively, organisations may consider providing the appointed DPO with 

appropriate training and development opportunities to ensure they are well-

equipped to carry out their responsibilities effectively. 

 

Competency 

Expectations - 

Fundamental Tier 

For the Fundamental Tier, the DPO Competency Guideline adopts a 

Knowledge, Skill, and Ability ("KSA") model1 to outline a list of core 

competencies across six key competency areas. The competency areas 

are derived from the statutory responsibilities of DPOs as set out in the 

DPO Appointment Guideline. 

 

The six core competency areas and examples of the competency 
expectations under each area are as follows: 

 
1 The KSA model categorises the competency expectations for each competency area into three aspects: (i) Knowledge – what 
a DPO must understand and be familiar with; (ii) Skill - What a DPO must be able to do; and (iii) Ability - the DPO’s capability to 
apply knowledge and skills in practical settings. 
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Item Explanation 

 

• Advisory & Support: E.g. Understand DPO's Personal Data Protection 

Act ("PDPA") duties, explain them clearly, review contracts, and help 

translate legal requirements into action; 

 

• Risk Management & Assessment: E.g. Identify and assess data 

protection risks, support Data Protection Impact Assessments 

(DPIAs)/Transfer Impact Assessments (TIAs), and recommend 

mitigation strategies and breach response steps; 

 

• Compliance Oversight & Monitoring: E.g. Monitor how personal data is 

handled, ensure policies align with PDPA, and support breach 

notifications and compliance reviews; 

 

• Audit & Reporting: E.g. Maintain PDPA-compliant records, support 

internal audits, and report personal data risks and retention practices to 

management; 

 

• Communications & Stakeholder Engagement: E.g. Communicate 

PDPA obligations clearly, raise internal awareness, and embed data 

protection into day-to-day operations; and  

 

• Regulatory & Data Subject Management: E.g. Manage regulator 

interactions, ensure compliance with PDPA registration and notification 

duties, and handle data subject requests professionally. 

 

Competency 

Expectations – 

Advanced Tier  

For the Advanced Tier, the DPO Competency Guideline requires DPOs to 

fulfil all Fundamental Tier competency expectations with a high degree of 

independence and expertise. 

 

In addition, the Advanced Tier includes a set of higher-level competencies, 

which include the ability to: 

 

• independently lead and implement organisation-wide compliance 

strategies, ensuring alignment with the PDPA; 

 

• translate complex legal and regulatory requirements into tailored 

internal policies and procedures; 

 

• drive cultural change and embed privacy-by-design principles 

throughout organisational operations; and  

 

• assess and review emerging technologies, including artificial 

intelligence (AI) and big data processing models, for potential data 

protection risks. 
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2. Key Requirements under the DPO Training Providers Guideline  

 

The DPO Training Providers Guideline aims to regulate the DPO training landscape by setting 

standards for training service providers who are offering training courses or programmes for DPOs 

("Training Providers"), and by outlining the Commissioner’s plans to introduce a future recognition 

framework for such Training Providers: 

 

Item Explanation 

Potential Future 
Recognition 
Framework for 
Training Providers  

The Commissioner plans to introduce a potential recognition framework for 
Training Providers in the future. Training Providers that meet the specific 
criteria and requirements, yet to be determined by the Commissioner, may 
apply for formal recognition status, which will be valid for a specified period. 
 
There may also be a future requirement for DPOs to undergo training 
through recognised Training Providers once the recognition framework is in 
place. 
 
At this juncture, the DPO Training Providers Guideline does not specify a 
timeline for when this proposed recognition framework will be implemented. 
 

Minimum Training 
Standards 

Currently, there are no recognised Training Providers, as the details of the 
proposed recognition framework have not yet been finalised. 
 
Nonetheless, the DPO Training Providers Guideline outlines minimum 
training standards, including core content requirements that should be 
covered in any DPO training programme. These include the following key 
elements: 
 

• Legal and regulatory knowledge: In-depth understanding of the 
requirements under the PDPA and relevant personal data protection 
practices, including awareness of other applicable data protection laws; 
 

• Operational and risk awareness: Familiarity with the organisation’s 
operations and personal data processing activities, to enable 
identification and management of associated data protection risks;  

 

• Professional conduct and organisational influence: Development of 
personal attributes and capabilities to promote a culture of data 
protection within the organisation;  

 

• Scope of responsibilities: Clear understanding of the DPO’s 
responsibilities to the organisation, data subjects, and the 
Commissioner; and  

 

• Independence and resource awareness: Understanding the principles 
of DPO independence and the importance of having adequate 
resources to perform the role effectively. 

 
Pending the finalisation and implementation of the proposed recognition 
framework, the DPO Training Providers Guideline encourages Training 
Providers to align their training programmes with the minimum training 
standards outlined in the guideline. 
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Item Explanation 

 

What does the DPO 
Training Providers 
Guideline mean for 
appointing 
organisations and 
DPOs? 
 

While the formal recognition framework for Training Providers is not yet in 
place, appointing organisations and DPOs should ensure that any DPO 
training undertaken is aligned with the content requirements outlined by the 
Commissioner in the DPO Training Providers Guideline. 

 

3. Key Requirements under the DPO Development Roadmap 

 

The DPO Development Roadmap sets out a prospective future certification pathway aimed at 

supporting the capacity building and professional development of appointed DPO: 

 

Item  Requirements 

Two-Tier Training 
Pathway 

In alignment with the DPO Competency Guideline, the DPO 
Development Roadmap outlines a two-tier certification pathway for DPO 
– Fundamental Tier and Advanced Tier. 
 

Prospective 
Professional 
Certification Pathway 

The certification pathway is part of the Commissioner’s longer-term 
initiative to formalise the role of DPOs in Malaysia. The roadmap 
contemplates both short-term and long-term forms of recognition: 
 

• Short-term recognition: Issuance of certificates of completion for 
training at the Fundamental or Advanced Tier level; and  
 

• Long-term recognition: Award of formal professional certification as 
a Certified DPO (Fundamental or Advanced Tier). 

 
The roadmap also indicates that DPOs may be required to undergo 
training through a recognised Training Provider and sit for formal 
certification examinations administered by the Commissioner. 
 
Alternatively, the roadmap provides that international certifications may 
also potentially be considered for recognition towards Certified DPO 
(Advanced) status, subject to further determination by the 
Commissioner. 
 

 

Concluding Remarks  
 

The New Guidelines provide further clarity on the Commissioner’s expectations for appointed DPOs, 

both in terms of ensuring that appointed DPOs are equipped with the necessary skillsets to effectively 

discharge their responsibilities under the PDPA and the DPO Appointment Guideline, as well as the 

Commissioner’s broader direction for DPO training, professional development, and certification in the 

future. 

 

While much of the content in the New Guidelines outlines the Commissioner’s longer-term plans for 

the future, there are several steps that organisations and appointed DPOs can already consider at this 

juncture: 
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1. Assessing DPO Tier Requirements: Organisations can evaluate whether they require a 

Fundamental or Advanced Tier DPO based on the nature, scale, complexity, and risk exposure of 

their personal data processing activities;  

 

2. Competency Readiness: Organisations should assess whether their appointed DPOs meet the 

competency expectations outlined in the New Guidelines, whether at the Fundamental Tier or 

Advanced Tier. Where gaps in competencies are identified, organisations should consider how 

these can be addressed, whether through additional support from internal resources, external 

consultants, or a combination of both; and  

 
3. DPO Training Alignment: Organisations that enrol their DPOs in third-party training programmes 

should ensure that such training is aligned with the Commissioner’s prescribed minimum training 

standards and content requirements, to ensure that the training equips the DPO to meet the 

Commissioner’s expectations and perform their role effectively. 

 

We trust the above provides a useful update on the key requirements in the New Guidelines. Should 

you require any assistance or clarification in relation to the above, or any matter relating to personal 

data protection, please feel free to contact us at your convenience. 
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Contacts  

 
TECHNOLOGY, MEDIA AND TELECOMMUNICATIONS & DATA PROTECTION 
 

Deepak Pillai 

HEAD 
 
D +60 3 2275 2675  
F +60 3 2273 8310 
deepak.pillai@christopherleeong.com 
 

 Intan Haryati Binti Mohd Zulkifli 

PARTNER 
 
D +60 3 2675 2674  
F +60 3 2273 8310 
intan.haryati@christopherleeong.com 

  
 

Yong Shih Han 

PARTNER 
 
D +60 3 2273 1919  
F +60 3 2273 8310 
shih.han.yong@christopherleeong.com  

 Anissa Maria Anis 

PARTNER 
 
D +60 3 2267 2750  
F +60 3 2273 8310 
anissa.anis@christopherleeong.com 

 

 
Contribution Note  

 

This Legal Update is contributed by the Contact Partners listed above, with the assistance of Yeap Yee Lin 

(Associate, Christopher & Lee Ong) and Jerrine Gan (Associate, Christopher & Lee Ong). 

 

 

Please feel free to also contact Knowledge Management at RTApublications@rajahtann.com.  

 

  

mailto:RTApublications@rajahtann.com
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Regional Contacts 
Cambodia 

Rajah & Tann Sok & Heng Law Office 

T  +855 23 963 112 | +855 23 963 113   

kh.rajahtannasia.com 

 Myanmar 

Rajah & Tann Myanmar Company Limited 

T  +951 9253750 

mm.rajahtannasia.com 

   

China 

Rajah & Tann Singapore LLP 

Representative Offices 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

 

Shenzhen Representative Office 

T  +86 755 8898 0230 

cn.rajahtannasia.com 

 Philippines 

Gatmaytan Yap Patacsil Gutierrez & Protacio  

(C&G Law)  

T  +632 8248 5250   

www.cagatlaw.com 

 

Singapore   

Rajah & Tann Singapore LLP 

T  +65 6535 3600   

sg.rajahtannasia.com 

Indonesia 

Assegaf Hamzah & Partners 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

  

Thailand 

Rajah & Tann (Thailand) Limited 

T  +66 2656 1991    

F  +66 2656 0833 

th.rajahtannasia.com 

 

Vietnam 

Rajah & Tann LCT Lawyers 

Ho Chi Minh City Office 

T  +84 28 3821 2382  

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127 | +84 24 3267 6128 

vn.rajahtannasia.com 

  

Lao PDR 

Rajah & Tann (Laos) Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

 

 
Malaysia  

Christopher & Lee Ong 

T  +603 2273 1919    

F  +603 2273 8310 

www.christopherleeong.com 

   

 
Rajah & Tann Asia is a network of legal practices based in Asia. 

 

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a member firm are 

governed by the terms of engagement between the member firm and the client. 

 

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally binding or otherwise. 

Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage which may result from accessing or relying on 

this update. 

https://protect.checkpoint.com/v2/___http:/www.cagatlaw.com___.YzJ1OnJhamFoYW5kdGFubjpjOm86ZTVkNmFiYTZjMjI3MDExNzgyZmYyYmUzMzU5YmU4ODM6NjpiODM2OjMxN2RmYjIzMjMzMmZjNjdhMDU4M2M0MmZjNjA1ZjZhNzVmY2FiNGJjNTYxYTY3NjE1YmJjZmUzZGRmNWU3YmI6cDpUOk4
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Our Regional Presence 
        

 
 
 
 
 

Christopher & Lee Ong is a full service Malaysian law firm with offices in Kuala Lumpur. It is strategically positioned to service clients in a range of contentious and 
non-contentious practice areas. The partners of Christopher & Lee Ong, who are Malaysian-qualified, have accumulated considerable experience over the years in 
the Malaysian market. They have a profound understanding of the local business culture and the legal system and are able to provide clients with an insightful and 
dynamic brand of legal advice. 
 
Christopher & Lee Ong is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, Myanmar, the Philippines, 
Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South Asia.    
 
The contents of this Update are owned by Christopher & Lee Ong and subject to copyright protection under the laws of Malaysia and, through international treaties, 
other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly displayed, broadcast (including storage 
in any medium by electronic means whether or not transiently for any purpose save as permitted herein) without the prior written permission of Christopher & Lee Ong. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended to provide a general 
guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course of action as such information may not 
suit your specific business or operational requirements. It is to your advantage to seek legal advice for your specific situation. In this regard, you may contact the lawyer 
you normally deal with in Christopher & Lee Ong. 
 


